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1. Reverse Engineering Essentials
  1.1. x86 Assembly Language
  1.2. OS Internals and API
  1.3. PE Tour
  1.4. Reversing Tools
  1.4.1.  Debuggers
  1.4.2.  Disassemblers and Hex Editors
  1.4.3.  Memory Dumpers/PE Editors
  1.4.4.  Monitoring Tools
  1.4.5.  Unpacking Tools
  1.5. Hands-On-Lab

2. Legal Software Protection Reversing
  2.1. Necessary Tools To Start Cracking (IDA Pro   
   / OllyDbg)
  2.1.1.  Basic Features of IDA Pro
  2.1.2.  Basic Features of OllyDbg
  2.2. Useful APIs In Reversing
  2.2.1.  APIs For Different Compilers
  2.2.2.  Breakpoints, Fixed vs Conditional
  2.3. How To Use Your Tools Practically
  2.3.1. Attacking a Password Protected Target
  2.3.2. Attacking a Serial Number Protected Target
  2.4. Byte Patching, EXE vs DLL
  2.4.1.  Using Hex Editors vs IDA Pro / OllyDbg



  2.4.2. Integrity Checks
  2.4.3. Multi-threaded Targets
  2.5. Attacking via Monitoring Tools
  2.6. Trapping Child Processes
  2.6.1.  Using Command-line Parameters (CLA)
  2.6.2.  Using an Infinite Loop
  2.7. Hand-On-Lab

3. Cracking Protected Binaries
  3.1. Introduction To Protected Binaries
  3.1.1.  Packers vs Protectors
  3.1.2.  Identifying The Packers/Protectors
  3.2. The Art Of Unpacking
  3.2.1.  Requirements and Tools
  3.2.2. Generic Unpacking Methods
  3.2.3.  Handling DLLs
  3.3. Understanding Antidebugging /    
   Disassembling Techniques
  3.3.1.  Anti-Debugging APIs / Methods
  3.3.2.  Runtime Encryption / Decryption
  3.3.3.  Stolen Bytes & API Redirection
  3.3.4. Unpacking A Protected Target
  3.4. Automated Unpacking Methods
  3.4.1.  Using Scripts in OllyDbg
  3.4.2.  Using Automated Unpacking Tools



  3.5. Patching Techniques for Packed /
   Protected Targets
  3.5.1.  Writing Loaders 
  3.5.2. Inline Patching 
  3.5.3. Hooking and DLL Injection
  3.6. Hands-On-Lab

4. Dealing With non-executable files
  4.1. Introduction To non-execute files 
  4.1.1.  Analyzing Document files
   (PDF , DOC , SWF , ETC)
  4.1.2. Dealing with Java Class Files
  4.1.3. Dealing with Java Jar Files
  4.1.4. Dealing with .NET assemblies
  4.1.5. Dealing with JavaScript
  4.1.6. Analyzing Shellcodes
  4.1.7. Hands-On-Lab

5. Malware Reverse Engineering 
  5.1. Introduction to Malware
  5.2. Malware Classification
  5.3. Isolating Malwares 
  5.4. Applying What You Learned On Malwares   
  5.5. Static Analysis of Malwares With IDA Pro

  5.6. Dynamic Malware Analysis via Debuggers
   
and Sysinternall Suite
  5.7. Using Sandboxes and Online Checkers 
  5.8. Dissecting Real World Malwares 
  5.9. Hands-On-Lab 

6. Final Words 
  6.1. Prologue
  6.2. Where to go from here
  6.3. Final Exercises



  5.6. Dynamic Malware Analysis via Debuggers
   
and Sysinternall Suite
  5.7. Using Sandboxes and Online Checkers 
  5.8. Dissecting Real World Malwares 
  5.9. Hands-On-Lab 

6. Final Words 
  6.1. Prologue
  6.2. Where to go from here
  6.3. Final Exercises




