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Warmup for newbies                
 - Windows Internals Pre-requirement
 - Reversing Basics
 - LAB(ImmunityDBG, IDA, SysinternalSuite)

Chapter 1
	 1.1 Learning it through the Stack    
	 1.2 what is exploitation?
	 1.3 Stack basics
	 1.4 Stack overflow bug
	 1.5 DirectRet Exploitation
	 1.6 Shellcode
	 1.7 LAB(CVE-2011-5007)

Chapter 2: Better Stack smashing        
	 2.1 Stack cookie protection
	 2.2 SEH exploitation
	 2.3 SafeSEH/SEHOP protections
	 2.4 SEH protections Bypass
	 2.5 LAB(CVE-2011-1591)

Chapter 3: Heap of trouble            
	 3.1 Heap basics
	 3.2 Heap overflow bug
	 3.3 Write4 Exploitation
	 3.4 Function Pointer Exploitation
	 3.5 LAB(CVE-2011-0406)



Chapter 4: Integer issue to anything        
	 4.1 Signedness issue
	 4.2 Out of bound Write
	 4.3 Out of bound Read
	 4.4 Heap Spray
	 4.5 LAB(CVE-2011-2110)

Chapter 5: Pointer exploitation            
	 5.1 Pointer, Virtual function table
	 5.2 Unitialized pointer bug
	 5.3 Use after free, Double Free bug
	 5.4 VfTable Overwrite exploitation
	 5.5 LAB(CVE-2010-0249)

Chapter 6: DEP/ASLR evading technics        
	 6.1 DEP Protection
	 6.2 Return oriented programming
	 6.3 ASLR Protection
	 6.4 ASLR Bypass methods
	 6.5 Re-LAB(CVE-2011-2110)

Chapter 7: Privilege Escalation            
	 7.1 Kernel Debuging & Crash Analysis
	 7.2 Same bugs in kernel
	 7.3 Ring0 shellcode
	 7.4 LAB(Windbg, CVE-2013-3956)
 




